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Abstract In this paper, we present a toolbox for the
prospective management of organisational issues in ubiq-
uitous computing. Ubiquitous computing applications are
developed to enable new services and new ways of working,
to increase management control and to improve safety.
However, they may also interfere with established work
practices and may have unforeseen consequences for
organisations. Despite their importance, such organisational
issues are rarely addressed in ubiquitous computing inno-
vation projects. Drawing on socio-technical design
approaches and existing research on organisational issues in
ubiquitous computing, we have developed a toolbox con-
taining three tools for managing organisational issues of
ubiquitous computing applications in the early stage of
development. The toolbox supports the realisation
of hoped-for benefits of ubiquitous computing in organi-
sations and the management of unwanted organisational
issues. The ‘‘work process tool’’ supports the description of
envisioned work processes, including flexibility and vari-
ability requirements, changing responsibilities and different
points of view. The ‘‘work system tool’’ analyses the
alignment between a ubiquitous computing application and
work systems task completeness, independency and the fit
between regulation opportunities and requirements. The
‘‘human controllability tool’’ assesses how the control
capabilities of workers are enabled or constrained by the
new ubiquitous computing application. We show the
applicability of the toolbox using a case study of an early
stage ubiquitous computing technology innovation project,
where the toolbox contributed to the set-up of the field trial
and the development of application guidelines.
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1 Introduction
The use of ubiquitous computing technologies has impor-
tant socio-technical implications for organisations [cf. 53,
56, 69]. For example, ubiquitous computing technologies
enable new services, new processes, new ways of working
and improve management control and supply chain man-
agement [cf. 12]. However, ubiquitous computing tech-
nologies also pose challenges for organisations, because
they may interfere with established work practices and lead
to a lack of user control [43, 45, 46, 71].
Misalignments between ubiquitous computing applica-
tions, tasks and users provoke failures in organisations.
How to deliver the expected results with a new ubiquitous
computing application is a persistent challenge for system
developers [26, 55, 60, 75]. Misalignments often arise in
later stages of the design process or after implementation
[39, 61]. A range of studies attributes the high failure rate
to problems in predicting and managing potential misa-
lignments of technology, tasks and users in early stages of
technology innovation [23, 37, 39, 78]. Therefore, it is
imperative to anticipate and address misalignments early in
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the technology innovation process [35, 78]. Often, how-
ever, such potential misalignments are not addressed in the
early stages of technology innovation, which may have
various reasons, such as: the generally low importance
attributed to misalignments in the early stage; the devel-
opment of generic systems without accounting for the
specifics of the work environment and the focus on tech-
nological feasibility [9].
Except for several explicit calls for developing socio-
technical design approaches for ubiquitous computing
applications [56, 60, 69], the topic of how to predict mis-
alignments has received relatively little scholarly attention.
While socio-technical design methods exist for advanced
manufacturing systems, office automation and software
engineering [2, 15, 25, 28, 35, 59], less is known about
their use for ubiquitous computing applications. Also,
socio-technical design methods mostly focus on the later
stages of technology innovation, that is, the implementa-
tion phase. They address how difficulties due to misalign-
ments might be reduced during the implementation phase
of a new technology in an organisation. In this stage, work
systems and end-user are already clear, the technology is
mostly developed and knowledge exists about potential
difficulties of use in organisations. Existing design meth-
ods, however, do not speak to the difficulties of addressing
misalignments in the early stage of technology innovation
projects. In the early innovation stage, only first ideas,
prototypes and mock-ups exist, and it is not yet clear
whether these prototypes will be deployed in an organisa-
tion. It follows that existing socio-technical design
approaches need to be adjusted for the use in the early stage
of the development of a ubiquitous computing application
[56, 69].
The outlined gap is addressed in this paper by presenting
a toolbox consisting of three tools to manage organisational
issues evolving in envisioned socio-technical systems that
use ubiquitous computing technologies. The term ‘‘organ-
isational issue’’ is used to describe issues related to orga-
nisation and humans that need to be addressed during
technology development to achieve a desirable output [cf.
15, 22, 23, 24]. The toolbox supports the realisation of
hoped-for benefits of ubiquitous computing in organisa-
tions and enables managing unwanted organisational issues
already during the early stage of technology innovation.
The paper is structured as follows: First, it provides a
brief introduction in organisational issues in ubiquitous
computing by summarising the vision of ubiquitous com-
puting, followed by an overview on existing research on
organisational issues and approaches to address them.
Second, it describes requirements for a toolbox, our ratio-
nale for the selection of the tools and the development of
the toolbox in a technology innovation project. Third, it
describes the tools in detail, including an illustrative
example. Finally, in the discussion, the applicability of the
tool is assessed and implications for future development of
ubiquitous computing technologies and further develop-
ment of tools for the management of organisational issues
are derived.
2 Ubiquitous computing and organisational issues
Most work in the domain of ubiquitous computing refers to
the vision of Weiser [76] and the following quote: ‘‘The
most profound technologies are those that disappear. They
weave themselves into the fabric of everyday life until they
are undistinguishable from it’’ [76, p. 91]. Ubiquitous
computing can be said to aim for the integration of infor-
mation and computing technologies and everyday objects.
Radio frequency identification tags (RFID) in combination
with information systems can be regarded as a first step
towards the realisation of the vision of ubiquitous com-
puting. For example, scholars and practitioners have
invested much effort into integrating RFID tags into goods
to allow real-time monitoring and tracking throughout the
supply chain [31, 58]. Many other applications are envi-
sioned, for example, in health and safety, transportation,
environmental monitoring, education or even tourism [57].
Despite many positive predictions about the future
growth of deployed ubiquitous computing applications,
most ubiquitous computing applications still only exist in
research laboratories, where they are conceptualised and
researched through scenario studies, system demonstra-
tions, prototypes and trials with technology mock-ups.
Only very few real-world deployments exist, for example,
in libraries, in biometric passports and subway tickets
[42, 46, 65, 67]. In many cases, the end-user and the usage
are not yet clear and questions on technological feasibility
are the main preoccupation of developers [9].
2.1 Research on organisational issues of ubiquitous
computing applications
Research in future business benefits and in tools for
assessing such benefits exists [3], but less is known about
potential misalignments between ubiquitous computing
applications, tasks and users and how to manage them. In
fact, most research in non-technical issues of ubiquitous
computing focuses on the societal impact [cf. 8]. For
example, technology assessment studies look at the impact
of ubiquitous computing on privacy, identity, trust and the
digital divide [47, 77] or at its impact on health and the
environment [40]. The number of studies focusing on
organisational issues is comparatively small. Drawing on
Doherty and King [23], we have grouped existing research
into four types of organisational issues, namely,
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organisational contribution, organisational alignment,
human-centred issues and transitional issues. Table 1 pro-
vides an overview of organisational issues discussed in the
literature.
The first type of organisational issues called organisa-
tional contribution describes ubiquitous computing
technologies’ contributions to the performance of organi-
sations. There is a growing body of research assessing costs
and benefits of ubiquitous computing technologies, study-
ing value creation, business benefits and business drivers
that make it economically attractive to use ubiquitous
computing technologies [3, 32, 33]. Many of these studies
focus on the domain of logistics and identify operational
benefits such as a reduction in manual errors due to the
elimination of the so-called media breaks or improved
stock management due to more accurate information [cf.
12, 65]. These benefits are explained with the technological
capacities of ubiquitous computing and its effect on auto-
mation, information gathering and the re-design of business
processes [3]. Strategic considerations regarding corporate
branding issues, for example, the repositioning of a com-
pany as a technology leader, can also foster the investment
in ubiquitous computing applications [38]. A critique of
current research in organisational contribution issues is that
it predominantly addresses benefits and puts less emphasis
on potential drawbacks and challenges [41].
Organisational alignment issues focus on the match
between social aspects of an organisation, such as organi-
sational structure, power and culture and the proposed
technology innovation. While often not explicitly addres-
sed as a change in organisational structure, many studies
describing benefits of re-engineering business processes
imply such a change of the organisational structure [65].
Some research suggests that ubiquitous computing tech-
nologies may help control the behaviour of employees,
indicative of an increased centralisation of decision-mak-
ing [70]. Some research, however, contradicts this finding.
Kinder et al. [44], for example, suggested that an increase
in data—available to both managers and employees—
might actually work in favour of employees because the
availability of data would legitimise their demands towards
managers [44]. Other research argues that the technological
design solution chosen has an effect on centralisation
effects. While a centralised monitoring system works in
favour of a centralisation of responsibilities, decentralised
and distributed small computing devices allow for a de-
centralisation of the responsibilities [48]. Similar to find-
ings from the information systems literature [cf. 5, 61, 66],
no conclusive evidence concerning centralisation or de-
centralisation effects can be found. Furthermore, culture
may mitigate the effects of ubiquitous computing appli-
cations and influence the perception of a ubiquitous com-
puting application. The perception of the purpose of a
ubiquitous computing application depends on the organi-
sational culture and on previous experiences with other
information and communication technologies. For exam-
ple, employees may perceive a ubiquitous computing
application as a surveillance tool by a hostile management
or may think of the application as supporting their work
activities [43].
Human-centred issues are those issues that have a dis-
cernible impact on the working practices and working
conditions of those employees who interact directly with a
system. Privacy issues are some of the most often studied
human-centred issues, because ubiquitous computing
applications allow collecting large amounts of data; this
creates fears in users concerning a loss of privacy and an
increased and unwanted transparency of individuals’
activities [49]. Human–computer interaction issues are also
Table 1 Overview of organisational issues
Category Issue Studies of ubiquitous
computing applications
(examples)
Organisational
contribution
Cost and benefit
assessment
Baars et al. [3]
Business driver and
benefits
identification
Bose et al. [12]
Fleisch and Mattern [32]
Fleisch and Tellkamp [33]
Alignment with
corporate strategy
Gu¨nter et al. [38]
Re-engineering
business process
Baars et al. [3]
Ramchand et al. [65]
Organisational
alignment
Impact on
organisational
structure
Ramchand et al. [65]
Kortuem et al. [48]
Impact on power
distribution
Spiekermann and Pallas [70]
Kinder et al. [44]
Cultural
implications
Kinder [43]
Human-
centred
issues
Privacy issues Lahlou et al. [49]
Spiekermann and
Langheinrich [72]
Impact on individual
control capabilities
Kjeldskov and Skov [45]
Barkhuus and Dey [4]
Spiekermann [71]
Impact on individual
work tasks and
needed skills
Ramchand et al. [65]
Gu¨nter et al. [38]
Human–computer
interaction
Belotti and Edwards [6]
Benford et al. [7]
Transitional
issues
Aligning established
work practices
with new ones
Konomi and Roussos [46]
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investigated in the domain of ubiquitous computing tech-
nologies. Individuals may feel less in control while using
ubiquitous computing applications [4, 45]. Perceived con-
trol over a ubiquitous computing application is an impor-
tant reason for the acceptance of ubiquitous computing
solutions [70]. Employees abandon or circumvent ubiqui-
tous computing applications if the application does not
facilitate exactly those tasks the worker needs to perform.
Short delays in the reaction time of a ubiquitous computing
application are regarded as especially troublesome [46].
Automation may also lead to a deskilling of employees but
possibly also to an up-skilling of other employees as they
take over back-office tasks and more service-oriented tasks
[65].
Transitional issues concern organisational issues, which
need to be addressed to ensure that the transition from an
old to a new technology does not lead to disruptions.
Research on transitional issues is quite sparse, due to the
fact that not many ubiquitous computing applications are
actually deployed and the large-scale deployment of newly
developed ubiquitous computing applications is only
expected to take place several years in future [1, 21, 57].
2.2 Addressing organisational issues of ubiquitous
computing applications
Various approaches to address some of the identified
organisational issues of ubiquitous computing applications
already exist. First, ethnographic approaches are used to
inform design in the domain of ubiquitous computing [cf.
17, 18]. Ethnographic approaches are used as a way to
collect field experience and as a means for requirement
gathering. Their emphasis is to understand the context of
use of a ubiquitous computing application and to adapt the
application to this context. Ethnographic approaches
mainly support addressing organisational alignment and
human-centred issues. Second, in situ evaluation of a
prototype is another proposed method for addressing
organisational issues [20]. In situ evaluations adopt previ-
ously developed concepts of research from psychology and
human factors. In difference to an in vitro evaluation of a
ubiquitous computing application (i.e. an experimental lab
trial with students), an in situ evaluation (i.e. at the site of
use with potential end-users) can better account for
everyday life aspects of human actors and the unpredict-
ability of the so-called real-world environments [20].
In situ evaluations mainly focus on human-centred issues.
Third, new guidelines are proposed by human–computer
interaction design approaches for designing interactions
with sensors [7]. Sensors embedded in everyday objects
demand new interaction models beyond the conventional
graphical user interface. In particular, intelligibility of
ubiquitous computing systems actions is put forward as a
major requirement [6]. Fourth, economical cost and benefit
analyses focus on the organisational contribution of ubiq-
uitous computing and on the interests of managers who
need to decide whether a certain technology should be used
in an organisation [3]. Finally, participatory design
approaches are also being used in the domain of ubiquitous
computing and in the early stage of technology design [cf.
13]. By including different stakeholders, participatory
design approaches allow addressing a variety of organisa-
tional issues, such as organisational contribution issues,
organisational alignment issues and human-centred issues.
Having outlined already existing approaches for addressing
organisational issues of ubiquitous computing applications,
we now introduce our toolbox and its background in socio-
technical design.
3 Development of a toolbox for managing
organisational issues
For the development of the toolbox, we followed the steps
outlined by Woods and Dekker [78] to anticipate and
predict effects of a novel technology on organisations.
They recommend to first gather empirical knowledge and
to build models and explanations of effects of a novel
technology on organisations. As a second step, they rec-
ommend to use these models and explanations to anticipate
consequences of a novel technology and based on these
findings to stimulate design or develop precaution strate-
gies. Our first step, accordingly, is about the development
of tools and we describe this step in the following section.
Our second step is about the use of the tools for a ubiq-
uitous computing application, which we describe in the
toolbox section below, where we explain each tool
individually.
3.1 Requirements of an applicable toolbox
Calls for socio-technical design-based approaches for
ubiquitous computing [54–56, 69] point to the issue that
ubiquitous computing applications are part of socio-tech-
nical systems. First, it is therefore important that a toolbox
does not solely look at separate parts, such as the technical
system in isolation, but rather looks at the whole socio-
technical system, including organisation and humans [37].
All aspects of a socio-technical system are interconnected
and they need to be designed jointly [16]. Second, the
toolbox should build on values and a mindset in line with
socio-technical principles. These principles include that
humans are regarded as an asset, technologies should
support humans in achieving their goals and tasks should
be motivating [16, 34]. Next, high levels of individual and
collective self-regulation should be fostered [35]. The tools
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should also have specific criteria providing guidance on
how to guarantee humane work design. Third, for antic-
ipating organisational issues early enough in the innovation
process, the toolbox needs to be adapted for an early stage
of the technology innovation, which is the stage between
market and technology assessment and first prototyping or
application trials [19]. Therefore, the toolbox should be
useable, when first real usage scenarios are defined, pro-
totyping activities are outlined or application trials are
performed. Fourth, to foster the use of the toolbox, it needs
to be usable and useful for team members of a technology
innovation project, even if team members are mostly non-
experts in the domain of organisational issues. Fifth, the
toolbox should stimulate design and innovation. This
includes, on the one hand, support for the realisation of
benefits of ubiquitous computing applications and on the
other hand, the development of precaution strategies. The
toolbox needs to provide guidance and support for design
decisions in regard to organisational issues. In addition to
fostering innovation, the toolbox should not only be of
value for an evaluation of the prototype or usage scenarios
developed in the project, but also for the larger exploration
activity of the early stage technology innovation project. In
fact, prototypes developed in such projects also function as
a ‘‘kind of experimental probe and tool for discovery’’ [78,
p. 279] beyond their use inside the project for a field trial.
Prototypes and usage scenarios are often only one output of
early stage technology innovation projects. Of similar
importance are the project’s dissemination activities, such
as written deliverables, application guidelines, reports or
presentations about the ubiquitous computing application
towards stakeholders. For example, EU funded early
technology innovation projects are not only held account-
able for developing and testing a prototype of an envi-
sioned ubiquitous computing application outlined in their
work plan, but also for the dissemination of research results
to relevant stakeholders. Therefore, outputs of the toolbox
should also support dissemination activities.
3.2 Tool selection and theoretical background
Following Woods and Dekker [78] and based on the
specified requirements, we selected three tools for our
toolbox (see Table 2 for an overview). The most addressed
issues of organisational contribution are cost and benefit
analysis and the re-design of business processes. Issues of
re-designing business processes are already an important
topic during the early stage of technology innovation. We
provide the ‘‘work process tool’’ for the re-design of
business processes. The tool supports team members in the
design of work processes based on findings from research
in organisational routines and the narrative network
approach [62]. The tool helps to take into account the
relation between the actual performance of a work process
in practice and the abstract pattern in a description of a
work process, such as descriptions of standard operation
procedures. Often descriptions of a work process are mis-
taken by designers for a carried out work process in
organisational reality. Variations are considered to be
something to eliminate or at least not worth supporting
[64]. One single way of performing a work process is
regarded as the correct and most efficient one. In contrast,
studies show that variations are better regarded as a com-
mon phenomenon and an important source of change [30],
Table 2 Overview of the tools’ operational criteria
Criteria
Work process tool
Changing responsibilities and
functional allocation
Redistribution of responsibilities
between different actors, work
systems and/or technological
systems with the introduction of
a ubiquitous computing
application
Flexibility requirements Increasing or decreasing
capacities of involved actors to
flexibly adjust the work process
to the situation at hand
Points of view Conflicting views on sequence of
action, including responsibilities
and flexibility requirements
Further information Grote [37]; Pentland and Feldman
[62, 64]
Work system tool
Task completeness Functional integration of parts of a
production or service process in
a work system with a new
ubiquitous computing
application
Independence of work system Dependency on other work
systems and the ubiquitous
computing application for task
fulfilment
Fit between regulation
requirements and regulation
opportunities
Changing fit between regulation
requirements of a work system
and the regulation opportunities
it has due to the introduction of
a new ubiquitous computing
application
Further information Grote et al. [35]
Human controllability tool
Human control Required control capabilities of
a human actor to fulfil
responsibilities
Alignment with existing work
activities
Fit between existing work
activities and newly introduced
ones
Further information Boos et al. [10]; Grote et al. [35];
Grote [37]; Spiekermann [71];
Bellotti and Edwards [4]
Pers Ubiquit Comput (2013) 17:1261–1279 1265
123
as support for flexibility [36] or as a way to improve the
overall performance [63]. Several studies have also shown
that lacking flexibility for actors and a rigid prescription of
work processes without variations can lead to circumven-
tion, non-adoption or rejection, because workers might
experience difficulties in performing their work activities
and in coping with local contingencies [14, 37, 64, 75]. By
building on the narrative network approach [64], the ‘‘work
process tool’’ allows managing organisational issues due to
the re-design of business processes with a ubiquitous
computing application. This includes issues such as
requested flexibility, changing responsibilities and different
point of views about flexibility needs and responsibilities.
Coping with problems at the source becomes possible if
flexibility is available. The capability to properly assign
responsibilities can be used to increase self-regulation. This
is in line with socio-technical design principles. The nar-
rative network approach is suitable for early stage tech-
nologies, because it allows using descriptions of work
processes from different sources and provides a way to
reflect on organisational issues. A benefit of using the
narrative network approach compared to other methods of
representing work flows in organisations, for example flow
charts, is that it allows to represent a broader range of
variations and possibilities showing sequences of events
and more than one version of a process [62]. As many tools
for the assessment of financial costs and benefits already
exist [3], we decided not to provide an additional tool for it.
Attempts at re-designing business processes through
technology also have an impact on organisational structure
and therefore on organisational alignment issues. Ubiquitous
computing applications change tasks of work systems where
they are deployed. Therefore, it is important to analyse their
alignment with an existing work system based on the ‘‘work
system tool’’. Analysing the context of use and existing work
practices allows us to better align the developed technology
and the work system. The work system includes all workers,
technical systems, materials, etc. required to fulfil the pri-
mary task of the whole work system. Realistic descriptions
of tasks and activities of a work system are revealed, which
allow for critically situating the technology within a more
realistic context of use [74]. Faulty or too vague assumptions
about the work system in the early stage of technology
development need to be identified and addressed [52]. This
helps to develop sound usage scenarios and to prevent mis-
alignments of technology and work systems. The tool is
based on shortened guidelines used for the work system
analysis in KOMPASS [35]. KOMPASS consists of a range
of criteria, which in case of fulfilment lead to a well-designed
work system according to socio-technical design. KOM-
PASS offers theoretically sound and empirically tested cri-
teria to assess the impact of automation on those factors. At
the level of the work system, KOMPASS aims at self-
regulation in small control loops [35]. The boundaries of a
work system can be defined by its primary task for which the
system was created. We selected three criteria, which mainly
allow evaluating whether the self-regulation capability of a
work system is positively or negatively affected by the
ubiquitous computing application.
Human-centred issues are in a way already addressed in
early stage technology innovation projects and there are
several approaches on how to address them. In particular,
the approaches are used with the testing of a prototype in a
field trial. Concerning human-centred issues, we adjusted
and combined some preexisting approaches to develop our
tool [6, 35, 51]. We named the tool ‘‘human controllability
tool’’. The focus is on human control over technical sys-
tems and alignment with work activities of employees,
including the perception of the usefulness of the envisioned
ubiquitous computing application for work. Human control
is an important element of socio-technical design approa-
ches. It fosters motivating work tasks and supports indi-
vidual self-regulation [37, 50, 68]. Several approaches
already provide guidance on how to address human control
in ubiquitous computing applications [4, 6, 71]. As there is
already a range of tools for privacy and as privacy seems to
be of more importance in ubiquitous computing applica-
tions for private users, we do not address privacy issues in
detail with our tool [cf. 29, 50, 72].
Transitional issues, especially the timing of an imple-
mentation, are less relevant in early stage technology
innovation projects, because the deployment only can be
expected in several years. We decided not to provide a
particular tool for transitional issues.
4 Research setting: development and application
of the toolbox
4.1 A research project on managing organisational
issues
We developed the toolbox as part of a research project
(from 2006 to 2009) on organisational issues in ubiquitous
computing. The project aimed to identify organisational
issues associated with ubiquitous computing technologies
and to examine possibilities for predicting and managing
organisational issues in early stages of technology inno-
vation projects. In the context of the project, we had access
to one research lab involving academic and corporate
researchers and two publicly funded research projects
involving partners from academia, business research and
industry. In addition, we studied one deployed RFID sys-
tem in two public libraries.
The tools were applied and iteratively refined during and
after our participation in one of the publicly funded
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research projects, namely SToP (Stop tampering of Prod-
ucts) [73]. First versions were part of the trial evaluation
and some of the results were used in the final deliverables
of the project. The guidelines, questionnaires and descrip-
tions of the approach were given to team members of the
project for feedback. The selection of the tools for the trial
evaluation was discussed with team members of the pro-
ject. The trials of the project were used to test the toolbox.
After the trial, the tools were adjusted based on findings
about their applicability.
4.2 Illustrative case study—SToP project
For the illustration of our tools, we provide results from our
participation in the SToP project [73]. The SToP project is
one of the publicly funded research projects we studied.
The project ran for 30 months, involved partners from
academia, business software research, technology provid-
ers and potential industrial end-users. The project aimed at
developing new solutions for assessing the genuineness of
pharmaceutical products, luxury goods and aviation parts
with the help of a ubiquitous computing application. The
technical solution (a so-called product verification infra-
structure) consisted of a management information system,
enriched goods with unique identification computing
technologies (e.g. RFID or 2D barcodes), reading devices
and a network connecting all these devices. Future users
would be provided with a reading device and by scanning
the RFID tag or 2D barcode, would be able to immediately
verify whether a product was genuine or not and distant
investigations would become possible. The potential use of
the technology was investigated at different points in the
supply chain in the three industries. In the case of luxury
goods, these points were a customer service point that
clients could bring a watch to for repair, and a distribution
centre, where handbags were packed and shipped to stores
(see Fig. 1). In the case of the pharmaceutical industry, the
point of dispense was in the focus—where pharmaceuticals
are sold to a customer—and the point of incoming goods—
where pharmaceuticals are delivered to a pharmacy (see
Fig. 2). For aviation, the focus was on parts replacement,
where a part of an airplane is replaced with a spare part. At
all these points, new verification checks were meant to be
introduced to immediately notify local and eventually
distant actors about whether a product was genuine or
suspected to be a counterfeit or tampered product.
The technological capability to gather track and trace data
in an unprecedented granularity about goods movement was
of particular importance for identifying suspicious products.
The unique identification of a product allowed to validate its
identity and to produce an alert in case of suspicious issues,
like a not registered product, a duplicate, an already sold
product or an unexpected delivery path.
A first version of the toolbox was applied in the phar-
maceutical goods trial and two luxury goods trials. The
pharmaceutical trial was done in two different pharmacies
Fig. 1 Trial sequence in distribution centre—packing of luxury goods for delivery
Fig. 2 Trial sequence in pharmacy—delivery of pharmaceutical goods to a pharmacy
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in autumn 2008. Each trial lasted a day. The luxury goods
trials were done in a retail store and a distribution centre in
summer 2008. The trial in the distribution centre was
performed twice with a duration of 2 days. The trial in the
retail centre was also performed twice with a duration of a
day. Between the two trial rounds, several improvements
were made to the ubiquitous computing application, for
example, the reading device was improved. Supervisors
and employees participated in all the trials and used the
prototype. The ‘‘work system tool’’ was used before the
trial. For the ‘‘work process tool’’, information was gath-
ered before the trial from different stakeholders and during
the trial from supervisors and employees. The ‘‘human
controllability tool’’ was applied during and immediately
after the trial performance.
5 The toolbox for managing organisational issues
In this section, we present the three tools for managing
organisational issues of ubiquitous computing technolo-
gies. Table 2 provides an overview of the tools and their
main criteria. For the presentation of our tools and for ease
of understanding, we use a structure similar to Clegg et al.
[15]. We first describe the tool. Second, we describe the
scope, purpose and outcome of the tool. Third, we describe
in detail how the tool is used, including prerequisites for
using it. Finally, we indicate when and where the tool is
best used. Following each tool’s description, we demon-
strate the applicability with one illustrative case.
5.1 The work process tool—describing variability
and flexibility needs of work processes
5.1.1 Introduction and tool criteria
The ‘‘work process tool’’ helps to describe and to visualise
a future work process by collecting and combining differ-
ent descriptions of involved stakeholders about the current
work process (without the ubiquitous computing applica-
tion) and the envisioned work process (with the ubiquitous
computing application). The tool addresses three different
criteria contributing to successful establishment of a future
work process with a novel ubiquitous computing applica-
tion. The first criterion is about making visible how
responsibilities are redistributed between different human
actors, organisational actors and the ubiquitous computing
application. The second criterion is about guaranteeing that
the ubiquitous computing application supports necessary
variations of a work process. The third criterion is about
different points of view of different stakeholders on the
work process of interest. Table 3 provides an overview of
the tool.
5.1.2 Scope, purpose, benefits of use and outcome
The tool can be best used for analysing ubiquitous com-
puting applications that are process oriented and in places
where changes to existing business processes or work
processes are expected. The tool allows investigating work
processes of different lengths and numbers of involved
actors, for example, a short sequence of work activities or a
large and long business process involving several organi-
sations. The purpose is to extend the team members’ views
on an envisioned work process involving their ubiquitous
computing application.
The potential benefits are that this allows having a
structured approach to identify relevant sequences of
actions, required flexibility for variations of envisioned
work processes, divergent points of view and relevant
actors involved. Of great value is the taking into account of
multiple points of view and not solely the view of some
team members or simplified use case diagrams [64].
Divergent views about the sequence of actions, performed
activities by actors, flexibility requirements for variations,
attributed responsibilities and goals of actors might be a
source of disturbance and lead to a conflict of interests in
case they are not taken into account.
The outcomes are an improved envisioned work pro-
cesses for the ubiquitous computing applications and a
more detailed description of them. The ‘‘work process
tool’’ also allows the identification of actors and work
systems, which will use and interact with the ubiquitous
computing application directly as part of their work
activities. The list of actors can be used for the ‘‘human
controllability tool’’. The list of work systems affected can
be used for the ‘‘work system tool’’.
5.1.3 Description of how to use the ‘‘work process tool’’
A prerequisite for using the ‘‘work process tool’’ is the
selection of a work process, which is newly created or
changed with the envisioned ubiquitous computing appli-
cation. In an early stage of a technology innovation project,
this might be quite difficult, because ideas on usage sce-
narios may often change or are not available in great detail.
Also the start and ending point of the work process need to
be provisionally defined. As a guideline, the investigation
should be started from the first to the last instance that the
ubiquitous computing application is introduced. A team
member can start with the investigation once it is clear
which work process to study.
First, the team member needs to define which points of
view to collect. The different points of view of particular
interest are those of: designers, describing the future sys-
tems; industry partners, describing the intended use inside
the organisation; employees, potentially using the system
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in future. Interviews should be conducted with these dif-
ferent stakeholders and other actors potentially affected by
the implementation.
Second, the team member begins with collecting data
via different methods, such as interviews, observation or
documents describing the work process. Documents con-
taining a process description can be used as a starting point,
followed by interviews and, if possible, observations,
which deliver a more detailed description. For interviews,
the team member asks the interview partner to describe the
work process in a step-by-step fashion, including possible
variations in the sequence of actions.
Third, the team member can use the gathered process
descriptions to construct a description of the envisioned
work process, which is done in the form of a narrative
network. The narrative network approach is a method
proposed by Pentland and Feldman [62] to represent work
processes. A narrative network is a collection of narrative
fragments. The team member, therefore first needs to
identify narrative fragments, which are combinations of
actors and a functional event, such as, for example,
‘‘employee picks up parcel from the stock’’. Narrative
fragments can include human actors and technological
artefacts, which can substitute each other. For example, in
the case of a ubiquitous computing application, where
tracking data about the location of a product should always
be available in a database, the updating of the data can be
done manually by a person writing the information in a
database or automatically by a reader that interrogates an
RFID tag from a distance. Narrative networks are repre-
sentations of potential and actual work processes in a
sequence of action. Alternative sequences of action are
possible and describe variations. A narrative network is
constructed by relating identified functional events
according to a sequence of action. Possible variations in the
sequence of action are also outlined.
Fourth, the team member then uses the constructed
narrative network to reflect on how to improve the envi-
sioned work process of the ubiquitous computing applica-
tion under development. The team member can compare
the narrative network of the current work process with the
envisioned work process according to the usage scenario to
Table 3 ‘‘Work process tool’’: summary and illustration
Description Example: pharmacy case
Scope and purpose Design a work process where a ubiquitous computing
application is used
Establish a new verification technology in an existing supply
chain of pharmaceutical products, namely inside a
pharmacy
Prerequisites First process-oriented usage scenarios exist
Access to potential future end-users and other stakeholders
affected by the envisioned work process
Usage scenario in a pharmacy
Participation of pharmacy employees, supply chain manager
from pharmaceutical company, system developers
Steps to perform Select work process and points of view to investigate
Collect information about work process
Construct narrative network of envisioned work process
Outline flexibility requirements, changing responsibilities
and different points of view
Decide on how to design work process
Use of technology during incoming goods and at the point of
dispense
Interviews with developers, industry partners, pharmacist
and pharmacy employees
First narrative network produced (see Table 4)
Flexibility needs are outlined, such as, for example, cases
when there are too many products delivered
Discussion with developers and industry partners to define
the usage scenario for the field trial
Data collection
methods
Interviews, observation, documents Interviews with stakeholders, written process description
from the project
Results Organisational work process, which takes into account
changing responsibilities, flexibility requirements and
different points of view
See narrative network in Table 4
Adjustments made to the usage scenario, by adding some
additional verification checks to the prototype and an order
receipt step
Contribution to
project
Development of sound usage scenario, including how the
ubiquitous computing application is integrated in a work
process
Evaluation of prototype
Support to reach a realistic trial set-up, including variations
of work process
Detailed process description for evaluation report
(see Table 4)
Contribution to
technology
development
Identification of flexibility requirements
Resolve different points of view
Fostering a debate about conflicting responsibilities for
pharmacy employees when the verification technology
is used at the point of dispense
Validation of incoming goods as potential point of future use
for a verification technology
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learn about missing sequences of action and common
variations leading to requirements for flexibility. The team
member also can elicit potential conflicts that may arise
because of different points of view by stakeholders or
because of mismatches between the envisioned and the
current work process.
Fifth, such insights then can be used by all team mem-
bers of the technology innovation project as a basis for
decisions on how the ubiquitous computing application and
envisioned usage scenarios could be adjusted. Decisions
have to be taken, allowing flexibility or enforcing rigidity
for workers involved in the work process. While flexibility
has some benefits, like an ability to cope with variances or
local optimisation, rigidity also has some benefits, like
standardization and control that certain activities are per-
formed in a proper way. In some cases, a rigid enforcement
of sequence of action might be needed, due to, for example,
safety reasons or compliance reasons. However, such
decisions should be made explicit, keeping in mind the
consequences of reducing variability and flexibility. In
such cases, automation could be a preferred solution [62].
Before taking the decision, it is also useful to compare the
different points of view and interests of stakeholders in
flexible or rigid work processes.
5.1.4 When and where, by whom
The ‘‘work process tool’’ can be used as soon as a first
usage scenario and process description of the ubiquitous
computing application in a work environment is outlined.
A team member is assigned as investigator, collecting
different points of view and analysing them for the project.
5.1.5 Application of the ‘‘work process tool’’
in a pharmacy
To show the application of the tool, we refer to findings
from the envisioned usage of the ubiquitous computing
application for incoming goods in the pharmacy (see also
Fig. 2). We collected narrations through interviews.
Developers and industry partners were asked to indicate the
actors involved and describe the envisioned processes step
by step. Supervisors of the work system were asked to
describe the work process, including its variations and
disturbances. Trial participants at the pharmacy were asked
to describe their current work processes. We were able to
construct the narrative network outlined in Table 4. The
outlined work process is about how incoming goods are
handled at the moment. It appeared that there are some
variations in the sequence of actions, for example, if the
employee discovers that too many products have been
ordered, suddenly the pharmacist is involved. This leads to
a variation in the work process. The pharmacist may, for
example, use the enterprise resource planning system
(ERP) to learn about the past sales and then decide either to
keep the extra drugs or send them back. Based on his
decision, the pharmacy assistant then performs the follow-
up steps in the work process, such as sending the product
back or putting it into stock.
The findings on the current work process were used to
derive requirements for functions of the software infra-
structure and to make some adaptations to the usage sce-
nario. The first usage scenarios discussed by team members
in the project focused on the verification of an incoming
good without considering additional issues that might lead
to a variation in the work process. We therefore changed
and extended the originally envisioned work process of the
project, by including an order receipt and adding an addi-
tional check for due dates. This contributed to the project
because a more realistic usage scenario was used to test the
prototype during the application trial.
5.2 ‘‘Work system tool’’—aligning a ubiquitous
computing application with the affected work
system and taking work realities into account
5.2.1 Introduction and tool criteria
The ‘‘work system tool’’ helps team members to align the
ubiquitous computing application and the work system. For
this, a team member looks at the primary task of the work
system under study, and assesses how the ubiquitous
computing application may change the system, and how the
three KOMPASS criteria of a well-designed work system
are affected.
First, the criterion completeness of the work task
describes the degree of functional integration of parts of the
production or service process. This criterion is used to
assess whether a new ubiquitous computing application
may increase or decrease the completeness of work tasks.
Generally, it appears advisable to increase the complete-
ness of a work task as this allows employees to locally
control variances and disturbances [35]. Better complete-
ness of a work task allows local control of variances or
disturbances. The second criterion is the independence of
the work system. This criterion describes how and if
variances or disturbances occurring in other work systems
impact on the work system under study. We look at how a
work system would become more or less dependent on
other work systems. The third criterion describes the fit
between regulation requirements (i.e. many uncertainties)
and regulation opportunities (i.e. cooperation form) of a
work system. An investigator evaluates whether the fit
would be changed by the ubiquitous computing application
and how misalignments can be avoided. Table 5 provides
an overview of the tool.
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5.2.2 Scope, purpose, benefits of use and outcome
The tool can be used for almost any ubiquitous computing
application used in a work system. The tool can be used for
different types of large work system; however, the
boundaries of the work system need to be clear. The pur-
pose of the tool is to gather knowledge about an existing
work system; to collect requirements for the ubiquitous
computing application and to understand the potential
impact on predefined criteria of a work system.
The potential benefit is having a structured approach to
learn about the potential impact of the ubiquitous com-
puting application on a work system, due to the selection of
certain important criteria of relevance for a well-designed
work system. By providing input for the application trial,
the tool also allows the performance of more realistic trials
by supporting task descriptions for trial users and having
better test cases for activities that can only be simulated.
The outcome is a more detailed description of the work
system for which the ubiquitous computing application is
intended, a listing of expected changes to the work system
through the ubiquitous computing application and of nee-
ded changes for the ubiquitous computing application to
improve its alignment with a work system.
5.2.3 Description of how to use the ‘‘work system tool’’
As a prerequisite, usage scenarios are necessary that
describe in which work systems the ubiquitous computing
application would be used, and what for. The work process
tool is of particular help in identifying and selecting the
work system to analyse.
First, a semi-structured interview guideline for a work-
place interview with the supervisor and an observation
guideline for a short observation are used to collect infor-
mation. Needed is an overview of the work system, an
assessment of the outlined KOMPASS criteria, a list of
primary and other important work tasks, a description of
the surrounding organisation and a list of major variances
and disturbances. In a second step, the information can then
be used to assess the rating of the three KOMPASS criteria
in the current system. In a third step, together with other
Table 4 View of a work process as a narrative network
Narrative fragments of work process goods delivery Network view on work process Variations of events
1. Wholesaler delivers pharmaceutical product to
pharmacy
2. Employee takes order receipt
3. Employee types in order number into the system
4. System displays order
5. Employee scans barcode of a delivered pharmaceutical
product category
6. System tells employee about ordered amount
7. Employee compares amount available with amount
needed
8. Employee manually adds due date for each product and
how to store the product into own ERP system
9. Employee fills out order sheet
10. Employee puts order sheet in folder
11. Pharmacist checks the order and the bill
12. Pharmacist looks at the delivered products
13. Employee puts product on general stock or products
preorder by a client to special place for preordered
product
Missing product
A. Employee sees that not enough
products are delivered
B. Employee informs pharmacist
about issue
C. Pharmacist looks at pending
orders, to know how important a
delivery is
D. Pharmacist contacts wholesaler to
learn about the delivery date
E. Pharmacist issues an order to get
the product
Too many products
F. Pharmacist detects that too many
products were ordered
G. Pharmacist checks in the system,
to learn how many they usually
need
H. Pharmacist decides to send back
some products
I. Employee fills out a return
shipment form
J. Employee sends back the products
Additional pathways
K. Pharmacist decides to keep product
L. Employee sees that too many
products are ordered
M. Employee sees that the due date is
too short
Reprinted from [11]. Copyright 2012 by Scandinavian Journal of Information Systems. Reprinted with permission
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team members or if possible with the supervisor, a pro-
spective assessment can be made of how the new ubiqui-
tous computing application relates to the main task and
how it might change the criteria of a well-designed work
system. In a fourth step, the results should be discussed and
strategies developed on how to address misalignments
between the primary work task and newly introduced tasks.
If the ubiquitous computing application has a negative
impact on the rating of the three criteria, team members
need to think about how the ubiquitous computing appli-
cation or usage scenario could be changed. Team members
should also reflect on strategies for using their ubiquitous
computing application to support the fulfilment of the work
system’s main task. Also they could reflect how the ubiq-
uitous computing application might contribute to a well-
designed work system. Findings can then be used to adjust
the usage scenario and the prototype, and can be dissemi-
nated with application guidelines.
5.2.4 When and where, by whom
The tool can be used after team members have identified a
work system where the envisioned ubiquitous computing
application should be used in future. The interviews should
be conducted at the identified work site with the supervisor
of the work system. Ideally, the tool is used a certain time
before the trials since this will allow adjustments to be
made to the ubiquitous computing application in advance.
A team member can conduct the interviews based on the
proposed guidelines and following the described steps for
analysis.
5.2.5 Application of the ‘‘work system tool’’
at the distribution centre
We shall use findings from the real-world application trial
in the distribution centre of a luxury goods manufacturer to
illustrate the application of the tool. Because the proposed
ubiquitous computing application would currently only add
one verification step for each product, it became clear that
not many changes would arise at the work system level,
and most ratings of the KOMPASS criteria would be only
slightly changed. Having a safe supply chain was also of
importance and in line with the main tasks. The com-
pleteness of the work system’s task was not affected,
because in all cases, verifications of the genuineness of
products were not part of the work system before. Instead,
the independence of the work system was affected because
the work systems became dependent on an external veri-
fication solution. The supervisor and employees pointed
out that the packing operation is time critical during certain
periods of the year. They needed to send out the new
Table 5 ‘‘Work system tool’’: summary and illustration
Description Example: distribution centre
Scope and
purpose
Gather knowledge about a work system, collect requirements
for ubiquitous computing application and assess positive and
negative impact on the self-regulation of the work system
Integration of a verification technology in a distribution
centre for luxury goods
Prerequisites Work system
Participation of supervisor of work system
Distribution centre of luxury goods provider
Supervisor and supply chain manager
Steps to perform Interview with supervisor to collect information
Assess rating of three KOMPASS criteria
Prospective assessment on how ubiquitous computing
application might change rating
Develop strategies, how to improve alignment
Interview in distribution centre
Discussion with supervisor, industry partner and
developer about the impact of the ubiquitous computing
application on the work system
Decide trial set-up with team members
Data collection
methods
Semi-structured interview, short observations Interviews with supervisor of the work system and short
observations
Results Detailed description of the work system, expected changes to
the work system and needed alignments between work system
and ubiquitous computing application
No effect on task completeness
Higher dependency due to ubiquitous computing
applications functioning
Lacking regulation opportunities in case of an incident
Contribution to
project
Recommendations to adjust usage scenario, prototype and work
system to improve their alignment and to have a realistic trial
set-up
Contribution to the evaluation report on the fit of technology to
work system
Support to reach a realistic trial set-up in the distribution
centre and support the selection of adequate place and
persons of use
Contribution to
technology
development
Recommendations for aligning work system and technology Recommendations on how to solve the incident handling
in case of a counterfeit for future application guidelines
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collections to the stores within a very narrow timeframe.
During such periods, supervisors and employees depend on
a fast and reliable system and do not want to be blocked by
technical difficulties. As a result, technical reliability issues
would make it hard for the employees to use such a system
and backup strategies would be needed. The fit between
regulation requirements and regulation opportunities was
also identified as a critical issue that needs to be addressed.
The main issue was the lack of regulation opportunities
required in the case of a counterfeit incident. Basically it
became clear that in such a case, procedures need to be
specified and responsibilities of the work system clarified
so the system can react properly. The collected information
was used for the definition of the test cases for the trials and
provided a more realistic environment for test users. The
need for the definition of clear procedures in case of an
incident became part of the application guidelines.
5.3 ‘‘Human controllability tool’’—maintaining
appropriate human control and aligning individual
work activities
5.3.1 Introduction and tool criteria
The ‘‘human controllability tool’’ addresses issues of
human–computer interaction, focussing on maintaining
human control over technical systems and improving the
intelligibility of a ubiquitous computing application’s
actions. In addition, the tool looks at the alignment with
existing individual work activities, including the percep-
tions of future employees using the system about its use-
fulness for their work.
For the ‘‘human controllability tool’’, control is under-
stood as an actor’s ability to influence conditions and
processes in a chosen manner leading to the outcome
intended by the actor. Prerequisites for control are trans-
parency, predictability and sufficient influence over process
and outcome [37]. Transparency and predictability address
issues of understanding about the functioning of a ubiqui-
tous computing application. Sufficient influence means that
an actor needs to have the appropriate means, such as tools
and resources, and decision authority to be able to influ-
ence the outcome as intended by him or her.
Even minor misalignments between work activities
performed by an actor and changes with the introduction of
a ubiquitous computing application might lead to chal-
lenges for organisations, for example, unwanted circum-
ventions or disruptions of individual work activities [46].
To investigate such potential misalignments, the situation
of use is analysed by interviewing trial participants in their
work environment. In addition, the perception of the
technological solution by prospective employees is taken
into account, as this might give initial clues on potential
issues that might arise with the introduction of the tech-
nology. Table 6 provides an overview of the tool.
5.3.2 Scope, purpose, benefits of use and outcome
The tool is for testing a ubiquitous computing application
with prospective users in their work environment. The
purpose is to assess and evaluate human-centred issues
during a so-called real-world application trial. The poten-
tial benefit of use is that it will give a structured evaluation
of human control capabilities, guidance on how to increase
individual self-regulation, and provide qualitative input
from prospective users on the alignment of the solution
with their work activities, including their views on benefits
and risks.
The outcome is an evaluation of the ubiquitous com-
puting applications on controllability and alignment with
existing work activities. The results of the evaluation can
be used to improve the ubiquitous computing application or
to provide recommendations for the further development of
similar ubiquitous computing applications.
5.3.3 Description of how to use the ‘‘human controllability
tool’’
The prerequisite is a real-world application trial with future
end-users. The trial set-up should be as realistic as possible.
The list of actors from the ‘‘work process tool’’ can be used
to identify possible employees for testing the prototype and
applying the ‘‘human controllability tool’’. Outputs from
the ‘‘work system tool’’ can be used to define the tasks to
comply with the new system and to simulate the context of
use. The tool is used during the performance of the field
trials.
The first step therefore is to organise a trial with future
end-users willing to test the technology in their work
environment. The second step is then to perform the trial
with future end-users and to gather data through observa-
tion, questionnaires and semi-structured interview guide-
lines after each user has performed the trial. The third step
is to analyse the collected data, to learn about critical
human-centred issues. Basically, the fulfilment of the pre-
defined criteria on human control and alignment with work
activities is assessed. This, then, can be discussed with the
project team members to decide how the prototype or usage
scenario could be adjusted to eliminate critical human-
centred issues. The outputs can be used for an evaluation,
namely to assess how well certain criteria are fulfilled, or to
describe in the application guidelines human-centred issues
that need to be addressed in future to avoid challenges for
organisations.
Pers Ubiquit Comput (2013) 17:1261–1279 1273
123
5.3.4 When and where, by whom
The tool is used during the first trials of prototypes or
mock-ups with possible future end-users. Team members
use the interview guidelines. The questionnaire is given
after the end-users have used the prototype to fulfil some
work activities. If there are several iterative trials, team
members can use the tool again and compare the results.
5.3.5 Application of the ‘‘human controllability tool’’
at the distribution centre
A preliminary version of the tool was applied in all
application trials of the SToP project. A major issue of a
lack of human control over the ubiquitous application was
identified during the performance of the trials in the dis-
tribution centre. In the distribution centre, the technology
was tested while goods were being packed for delivery. At
this stage of the work process, employees pack goods
according to a packing list into a delivery box and make
them ready for delivery. This includes the sequence of
taking products from the storage area, scanning the prod-
ucts’ barcode, putting them into a delivery box, closing the
box, weighing the box, printing out the delivery address
and finally, moving the box onto a conveyor belt. The
ubiquitous computing application was envisioned to
replace the scanning of the product barcode with an
antenna scanning for RFID tags in an outlined reader field.
To make the packing process more efficient, one idea was
to allow the scanning of multiple RFID-enriched products
at once. We were able to observe and get feedback from
employees on the lack of control capabilities. The
employees did not feel that they had enough control over
what was read and not read by the RFID reader. The
employees’ main problem was the unpredictable behaviour
of the RFID reader due to the reading range and lack of
knowledge about how RFID systems function. Sometimes
the system displayed that an item had just been read
although an employee only picked up the item without
intending to read it. Employees also temporarily stored
several packages right next to the reader and those pack-
ages got accidentally scanned. The employees were used to
Table 6 ‘‘Human controllability tool’’: summary and illustration
Description Example: distribution centre
Scope and
purpose
To assess and evaluate the controllability and alignment of a
ubiquitous computing application with the work activities of
a prospective user
Evaluation of the developed prototype by prospective end-
users. Testing the developed prototype during the
packing of goods by workers
Prerequisites Working prototype or mock-up
Access to a work environment
Participation of workers
Prototype of PVI infrastructure
Participation of a distribution centre
Participation of workers of the distribution centre
Steps to perform Organise trial with future end-users
Perform trial and evaluation
Assess controllability and alignment with work activities
Take needed measures to increase controllability and improve
alignment with work activities
Organised by the project in a distribution centre
Two trial rounds at the distribution centre
Between the first and second trial, several adjustments
were made to improve the intelligibility of the reading of
RFID tags
Data collection
methods
Structured interviews and observation Interviews and observation of workers in the distribution
centre
Results Description on how ubiquitous computing application
constrains or enables human controllability
Evaluation of alignment between existing work activities and
newly introduced ones
Lacking predictability of reading of RFID tags from
distance
Need to define incident handling by employees
Low importance attributed to verification of counterfeits
by employees
Contribution to
project
Improved human controllability of prototype
Improved alignment with existing work activities
Provision of an evaluation about the controllability of the
prototype and its alignment with existing work activities
Improved predictability of reading of RFID tags by
prototype
Identification of lacking controllability of reading of
multiple packages at once
Alignment of a new verification activity with existing
work activities of employees
Contribution to
technology
development
Recommendations on how to maintain human controllability
and how to align with existing work activities for the
application guideline
Recommendations in application guideline on incident
handling and need for awareness raising about danger of
counterfeits
Recommendations on how to improve controllability of
RFID readers
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picking several packages from the stock in order to read
them one by one and to reduce the time spent walking to and
from the stock storage area. The employees tried to cope
with the reading problem with ad hoc solutions that did not
work. For example, some employees held a product behind
their back, hoping that their own bodies would act as a
shield against the reader’s field. Obviously, employees0
understanding of the functioning of the technology was
incorrect. Although shielding the formerly used barcodes
may prevent a laser reading the barcode, wireless trans-
missions cannot be shielded in the same way. Reading the
RFID chips of multiple packages at once was difficult to
handle. Employees were unsure how to identify counterfeits
when multiple items were read at the same time. In the case
of single reading, employees felt they could control better
what was or was not read. For the trial evaluation and for the
application guidelines, the project concluded that having
the right reading range was a key issue for a successful
deployment. On the one hand, a long reading range allows
employees to scan items from a certain distance without
needing to orient the tag towards the reader or to hold the
package very close to the reader. On the other hand, an
excessively long reading range detects packages that should
not have been read, leading to low controllability.
In the distribution centre, barcodes of products were
commonly scanned, but still a new work activity became
necessary. The new work activity was the adding of a
verification step during the scanning of the product and the
replacement of product barcodes with unique identification
codes and an RFID tag. Employees at the distribution
centre were not familiar with quality control issues, and
only focused on packing and shipping as fast as possible. A
critical issue was that counterfeit checks are different to the
current packing list checks. In the case of a wrong product,
an employee simply replaces the product. This would not
work for counterfeits. In the case of a counterfeit, the
incident handling process is substantially more complex
since it requires the involvement of another department and
leads to an investigation. In the application guidelines, it
was therefore recommended that the different handling of
incidents should be taken into account and addressed. A
proposed technical solution, which employees also agreed
with, was to block the system in the rare event of a
counterfeit and then provide guidance to the employee
about the next steps.
The interviews also gave some insights into the per-
ception of the usefulness of the proposed ubiquitous
computing application. In general, employees had some
doubts about the importance of a ubiquitous computing-
based anti-counterfeiting system for their workplace. In
particular, none of the trial participants knew about coun-
terfeiting issues at their workplace. Though the employees
generally agreed that counterfeits are a problem in the
industry, they did not think that counterfeit products would
show up at their workplace, but rather thought that they
were a problem resulting from sales over the Internet. As a
result of the project, it was proposed in the application
guidelines, that there was a need to raise awareness about
the danger of counterfeits also in law-abiding locations,
such as distribution centres.
6 Discussion
Ubiquitous computing applications will have a discernible
impact on organisations. On the one hand, they may have
benefits, such as increased operational performance. On the
other hand, disturbances might occur due to misalignments
between ubiquitous computing applications, tasks and
users. It is a challenge to predict organisational issues
during the early stage of technology development. The
presented toolbox addresses this challenge. In particular,
the toolbox supports the analysis of potential organisational
issues by team members of a technology innovation project
on three levels of a socio-technical system; that is, the work
process, the work system and the individual. The ‘‘work
process tool’’ supports the description of envisioned
work processes. In particular, it supports the gathering of
flexibility and variability requirements, the identification of
changing responsibilities and eliciting differences between
points of view of different stakeholders about an envi-
sioned work process. The ‘‘work system tool’’ analyses the
alignment of a proposed ubiquitous computing application
and a self-regulated work system. In particular, changes to
task completeness, independence and the fit between reg-
ulation requirements and regulation opportunities are
assessed. The ‘‘human controllability tool’’ allows analysis
of how an individual worker’s control capability to fulfil
his responsibilities are enabled or constrained with the new
ubiquitous computing application. While the criteria for
each tool are distinct, a potential change to a criterion
might also affect other elements of the socio-technical
system. For example, some elements of the ‘‘human con-
trollability tool’’ interact with the ‘‘work system tool’’.
Many individual work activities are dependent on the main
task of the work system under study. Changes on the work
system level therefore affect the individual level, and vice
versa. For example, the procedure outlined for incident
handling if a counterfeit is identified in a work system
subsequently defines the activities of an individual
employee, including the required control capabilities.
Changes to the work process also affect the work system
and individual level. The work process, for example,
defines in which work system verification is done. How-
ever, results from the individual level might also affect the
work process if an assigned responsibility cannot be
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satisfied by an individual worker due to a lack of control
capabilities, and therefore, this would lead to a change in
the work process.
6.1 Critical assessment of toolbox for managing
organisational issues
We critically assess the outlined tools of our toolbox by
discussing how the requirements described in the previous
sections are met. The toolbox qualifies as a socio-technical
systems design approach, in that it allows systematic
analysis of different levels of a socio-technical system and
of the interplay between levels. The criteria of the different
tools are built on socio-technical principles. In particular,
all three tools aim for self-regulation on the work system
level (i.e. ‘‘work system tool’’ and ‘‘work process tool’’)
and the individual level (i.e. ‘‘human controllability tool’’
and ‘‘work process tool’’). The ‘‘human controllability
tool’’ also supports the establishment of motivating work
tasks. The identification of conflicting points of view—
which is part of the ‘‘work process tool’’—also allows
political issues to be explicitly addressed in organisations
and fosters debates about choices and their consequences
for responsibilities [cf. 16]. The fulfilment of the require-
ment to have a toolbox for an early stage technology
innovation project is shown, as we were able to use the
toolbox successfully for the SToP project. Also, the tool-
box is applicable for ubiquitous computing technologies.
The project participants and reviewers of the project
regarded the debates based on the findings as useful and
beneficial to the aims of the research project. For example,
the issue of the lack of control capabilities to detect a
counterfeit if multiple items are read at once was taken up
at later stages of the project. The requirement of applica-
bility for people without detailed knowledge of organisa-
tional issues has only been met partially, because so far,
only the first author of the paper has used the toolbox.
However, the project team members reviewed the guide-
lines and one of them used them for a small trial inside the
project. The provision of tangible guidance for the further
development of the ubiquitous computing application or as
part of application guidelines was met several times, for
example, in the case of changes to the envisioned work
process or by adding information on organisational issues
to the application guidelines. As the individual criteria of
the different tools build on already tested and validated
criteria based on other research, we did not validate them
again in this project.
6.2 Relation to existing approaches
Ethnographic approaches [17], in situ evaluation [20], cost
and benefit analysis [3], privacy assessment tools [29],
participatory design approaches [13] and new human–
computer interaction approaches [7] already address some
organisational issues of ubiquitous computing projects in
the early stage of development. However, most of the
above-mentioned approaches focus on quite a small subset
of organisational issues. Our toolbox partially builds on
some of these approaches, but also adds a new perspective
on organisational issues by building a toolbox with prin-
ciples of socio-technical design in mind [16]. Therefore,
our approach is broader as it addresses different levels,
such as work system, individual work and work processes.
For all of those aspects, the corresponding tools allow
potential organisational issues to be investigated and either
help users to decide on how to change the design or offer
input for dissemination activities. We provide means to
address human-centred issues. Differing from ethnographic
approaches, our ‘‘human controllability tool’’ explicitly
builds on the concept of human control capabilities,
including the alignment with other work activities, but puts
less emphasis on the whole context of use. Also, with our
criteria, we not only provide a description but also an
assessment on how, for example, the self-regulation of a
work system is affected. This includes guidance on how to
improve the rating if needed. Unlike human–computer
interaction approaches [7], the ‘‘human controllability
tool’’ focuses not only on the interaction with the ubiqui-
tous computing application, but more generally on the
control capabilities needed by an actor to fulfil his
responsibilities. Our tool covers some organisational issues
not yet covered by existing approaches in the domain of
ubiquitous computing. The ‘‘work process tool’’ covers
variations and flexibility requirements when re-designing
work processes. The ‘‘work system tool’’ is an attempt to
provide a tool for managing the organisational contribution
and organisational alignment issues of a work system in the
domain of ubiquitous computing. In general, the presented
tools emphasise an alignment view, aiming to guarantee
optimal alignment between individual work, work system,
work processes and ubiquitous computing technologies. In
comparison to participatory design approaches, we only
partially address the participation of stakeholders in the
design process. We mainly increase the involvement of
stakeholders by using them as informants for the analysis
of our criteria and expect them to be team members of the
technology innovation project.
6.3 Implications
Organisational issues matter in the development of ubiq-
uitous computing applications and technology innovation
projects need to look beyond questions of privacy, human–
computer interaction, economic cost and benefit analysis
and societal impact. Design approaches and approaches for
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addressing organisational issues should also consider
additional organisational issues, such as the impact on work
processes, the work system or human control capabilities.
In addition, such tools also should try to overcome their
restricted use by involved researchers for the description of
the deployment of ubiquitous computing applications or for
the evaluation of a prototype at the end of a project [27].
Instead, based on such tools, researchers should be able to
make specific design decisions and have the appropriate
means to actually integrate findings on potential organisa-
tional issues in outputs of research projects, such as
deliverables for stakeholders.
Our findings also have some implications for early stage
technology innovation projects. Our toolbox provides some
guidance in how to deal with organisational issues in an
early stage of technology innovation by either adjusting the
prototype, including usage scenarios, or by developing
application guidelines for the further development of the
technology innovation. Early stage technology innovation
projects need to expand their view and address organisa-
tional issues more explicitly because decisions made in an
early stage of technology innovation have an impact on
whether, how and which organisational issues arise in a
later stage or during implementation [39, 48]. Dealing with
organisational issues at an early stage goes in line with
other calls for increasing the accountability of such projects
beyond the mere development of a technological solution
and testing its technological feasibility, but also for the
later use of the ubiquitous computing application in or-
ganisations [cf. 10, 11, 37, 74].
6.4 Limitations
Predictions about the future of work and organisational
issues due to ubiquitous computing are difficult, especially
if deployments are several years ahead and it is highly
likely that many changes to the envisioned ubiquitous
computing application will be made. Such changes also
affect potential organisational issues. In addition, as several
studies of other information technologies have shown, the
enactment of the technology in the situation of use might
provoke new and unexpected organisational issues [62].
For example, the implications for users’ working style only
might become visible after a certain period of use, when
the worker is confronted with different challenges. How-
ever, this is not only a limitation of our toolbox for man-
aging organisational issues, but also holds true for other
predictions, such as market predictions or cost and benefit
analyses. Still, considerable benefits, such as improving the
alignment between existing work systems, individual work
tasks or work processes and an envisioned ubiquitous
computing application, justify the use of the tool in early
stages of technology innovation projects.
Another limitation of our toolbox is that it was mainly
built and tested in one ubiquitous computing project, which
focuses on process orientation and on the management of
goods. We showed the applicability of our toolbox for such
an application. However, many more ideas and visions
exist about using ubiquitous computing in work environ-
ments without a focus on process orientation. While we
assume that our toolbox might also be valuable for these
other environments, due to the current limited application
and the novelty of the approach, it is difficult to outline its
applicability in detail for other ubiquitous computing
applications.
6.5 Conclusion
In conclusion, based on socio-technical design ideas, we
developed a toolbox for managing organisational issues of
ubiquitous computing applications and applied the toolbox
during the early stage of technology innovation. In doing
so, we responded to calls for applying socio-technical
design approaches also in the domain of ubiquitous com-
puting applications [cf. 69]. The tools support project team
members in dealing with organisational issues of a ubiq-
uitous computing application during the early stage of
technology innovation; thereby, it becomes more likely
that changes triggered by the application on the organisa-
tion are desirable [cf. 23]. The toolbox provides guidance
on how to change the design of a ubiquitous computing
application and how to improve the envisioned usage
scenario or derive application guidelines and recommen-
dations. Finally, the results of our case study demonstrate
the applicability of our approach for early stage technology
innovation projects in the domain of ubiquitous computing.
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